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The increasing use of drones, armed and unarmed, by states and non-state actors, in the framework of
international and / or internal armed conflicts or in the absence of them, forces any State that intends to
protect its citizens and infrastructures, as well as to its Armed Forces, bases and facilities, inside or outside
the national territory, to equip itself with Defense Systems against Drones, particularly those of small size,

reduced speed and limited height (LSS: Low, Slow, Small).

This paper studies the types of existing systems and the critical assessment of their possession and use in
the light of International Law. And it takes advantage of the recent adoption (January 2019) of a National
Concept against LSS UAVs by the Joint Center for the Development of Concepts (CCDC) of the Higher
Center for Defense Studies (CESEDEN) (Ministry of Defense), to also pronounce on this text in the light of
current International Law.
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OBJECT OF THE STUDY AND DETAILS OF ITS CONTENT

I will refer in this paper to Counter-Drone Defense Systems in the light of International Law essentially
for two reasons: first, because the use of drones, that is, Unmanned Aerial Vehicles (UAVs), for military
purposes is growing exponentially as will be described below; and, secondly, because our country has
opened a process to regulate, in all its possible aspects, the Counter-Drone Defense Systems, particularly
against drones of small size. In this sense, the Joint Center for Concept Development (Centro Conjunto de
Desarrollo de Conceptos - CCDC in Spanish) of the Higher Studies Center for National Defense (Centro
de Estudios Superiores de la Defensa Nacional - CESEDEN in Spanish), of the Ministry of Defense', has
elaborated a document called National Concept C-LSS UAVs (Counter Low Slow Small Unmanned Aerial
Vehicles), January 2019, adopted within the framework of a group of experts of diverse background and
nature. [ will specify below some aspects of the preparatory work and the intended scope of said text.

The Concept was approved on 23 January 2019, in use of the attributions granted by the National
Defense Organic Law 05/2005, by the Chief of Defense Staff, General Fernando Alejandre Martinez.
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UNMANNED AERIAL VEHICLES (DRONES) AND COUNTER-UNMANNED AERIAL
VEHICLE (C-UAV) DEFENSE SYSTEMS

Unmanned Aerial Vehicles (UAVs) Are an Undeniable Reality That Will Consolidate and Expand
Enormously in the Near Future

Without going into the technical analysis of these systems, it is enough to take into account that with
them,zan unmanned device (a drone, Unmanned Aerial Vehicle UAV) is remotely operated by a human
being”.

UAVs serve both civilian and military purposes. And, in the case of the latter, they can be unarmed
(mainly for data collection, information purposes) or armed”.

These systems can also use small, low speed, medium or low height UAVs. Small (“limited speed” and
“low altitude”) UAVs for military purposes are particularly relevant today for various reasons:

- On the one hand, their proliferation is undeniable. If in the year 2000 only 17 countries had
them, by 2015 they have surpassed 76. And not only States, but also, worryingly, non-State
actors (including terrorist groups and organizations).

- On the other hand, small UAVs offer their operators many advantages: their reduced cost, of
course, but also the flexibility that characterizes their use: they are portable and do not require
airfields or other support networks.

- Likewise, small UAVs can be armed. In fact, there is clear evidence that small armed UAVs
are held by the United States, United Kingdom, Israel, China, Iran, Saudi Arabia, United Arab
Emirates and Egypt. The People's Republic of China is a major supplier of these autonomous
systems.

- And, finally, the tactical advantages of small UAVs are considerable: their size and relative
speed generate significant difficulties in defending against them, since their visual and
electronic detection is not easy; but, in addition, their possible use "in swarm" (different
elements or units that coordinate and adapt their movements to give rise to an emergent and
coherent whole) increases their danger and threat levels considerably®.

- The conclusion is self-evident: if counter-UAV Defense Systems (C-UAV systems) are
necessary, they must necessarily have a response capability adapted to small UAVs’.

Probably the most relevant feature of UAVs is their proliferation. UAVs are growing exponentially.
United States Army Colonel Matthew T. Tedesco cites a conclusive market study by the Teal Group in
2014:

- Expenditure on UAVs worldwide, estimated at $6.4 billion dollars a year, will grow in ten
years to $11.5 billion, reaching $91 billion dollars in twenty years.

- This will mean that the existing number of 4,000 types or classes of UAV platforms of this
nature in circulation on the global market will increase enormously in the coming years.

- And, at the same time, that there are more and more States that dispose of UAVs, both large
and small, of a military nature®.

Along with their numerical growth will come the alteration that these devices will cause in the balances
existing until today in the threat/attack vs. defense dichotomy. The tactical and strategic advantages that
UAV:s bring to their owners generate very serious risks for the threatened/attacked party and, consequently,
force them to consider the need to equip themselves with C-UAV systems as imperative’.

Drones and Robots (Weapons or Autonomous Systems) are not the same. Even understanding in a
broad sense that Autonomous Systems would fit in the category of UAS, the particular characteristics (and
also their evolution and current state of development) of Autonomous Systems leave them out of this Study.
The "hard core" of the difference between drones and robots lies in the fact that Autonomous Systems make,
so to speak, their “own decisions™ (based on software, indeed of human design, which they bear)®.

It is perhaps interesting to note that some States, which use and regulate the use of drones, have

expressly renounced “Armed Autonomous Aircraft Systems™.
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One That Explains (and Justifies) the Current Momentum of the Development of the Defense
Systems Against Them (Counter-Unmanned Aerial Vehicle (C-UAV) Systems)

From at least the end of 2014, defense companies from different countries (United States, United
Kingdom, Germany, France, Sweden...) have been developing systems to counter the threat of UAVs
(Counter-Unmanned Aerial Vehicles [C-UAV] systems).

Episodes such as the flight of unknown drones in the vicinity of up to seven French nuclear installations
or the landing on 26 January 2015 of one of these devices (of the Phantom type, manufactured by the
Chinese company Dajiang Innovations [DJI]) in the garden of the United States White House itself, have
raised concerns in this regard in not a few States.

Before commenting on the most relevant UAV Defense Systems, it may be useful to make it clear that,
at present, non-kinetic systems are key to counter-drone defense, particularly in the case of small drones
and “swarm” use. The use of kinetic weapons (aircraft, missiles...) against the threat of this type of drones,
which are easily transportable and extremely effective in urban combat, implies a serious risk of collateral
damage. Non-kinetic weapons (primarily laser weapon systems and high-powered microwave weapon
systems [HPM]) neutralize these airborne threats in principle without physically destroying the hostile
drone, but if they do, it is done by electromagnetic energy, which greatly minimizes collateral damage'”.

A sampling of the various projects under way'', leads to the conclusion that for practical purposes
(taking into account, in particular, the legal and ethical implications of the projects to which I shall refer
later) they can be divided into three classes:

A. Systems that only seek to detect (and if necessary, track) UAVs. Such is the case, for example,

of the Swedish company SAAB, which in April 2015 presented its latest version of the Giraffe
AMB radar at the DSEI (Defence & Security Equipment International) Fair in London, where
over 1,500 exhibitors from all over the world participated. This system is limited to detecting
the flight of drones, although it can, of course, be combined with other systems to destroy them.
The model, it could be added, was acquired by the United Kingdom for the defense against
these threats to the Falklands (Malvinas).
Or the Hemispheric Multi-Mission Coverage Radar (HMR), manufactured by the Israeli firm
Radar HMR Systems. On August 17, 2017, the United States Armed Forces agreed with this
company, for 8 million dollars, on the delivery (throughout 2017) of dozens of these devices
which have demonstrated a great capacity for the location of small unmanned aerial vehicles.
The HMR system can be used in urban areas (to protect, say, government buildings or events
with VIP's), rural areas (to carry out military actions against asymmetric or conventional
threats) or even border control'?.

B. Systems that disable drones that pose a threat and even take control of them (without destroying
them) like the British company Blighter Surveillance Systems’ own solution. In April 2017,
the Spanish Ministry of Defense awarded the company CIAC, Blighter's representative in
Spain, a contract for an estimated amount of two million euros, by which it acquires the anti-
UAYV Defense System (AUDS) from the British company, the latter having been responsible
for training the Spanish operators. The AUDS detects the drone using electronic scanning radar,
then starts tracking the device with infrared cameras and advanced video software and then
uses a non-kinetic frequency (RF) inhibitor to deactivate the drone (which it does at a distance
of'up to 10 km in approximately 15 seconds). The British company notes that the system allows
the operator to take effective control of the drone and force a safe landing'®. The AUDS is
already installed at the Spanish base in Iraq.

Or the C-UAV system at the European Airbus Defence and Space industrial complex, which
detects UAVs and assesses their threat at a distance of 5-10 km. The system can, if necessary,
interrupt the connection between the vehicle and its operator or between the vehicle and its
navigation system. It is even prepared to use advanced systems to take control of the unmanned
vehicle that poses a threat.

INDRA, a leading Spanish company in the development of drones, presented on March 24,
2017 its intelligent ARMS system (Anti RPAS Multisensor System) that detects drones several
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kilometers away and inhibits the frequency in different signal bands, which it cancels, of the
geolocation equipment of the drone and its communications link with the control station that
operates it. INDRA is also applying techniques to supplant the drone's position signal so that
the system assumes control and can direct it to safe areas. The ARMS is designed for small
drones and is particularly suitable for protecting industrial plants and airports, but especially,
critical infrastructure'* or official buildings'.
Or, lastly, the Israeli company ORAD has recently presented, at the Israel Defense Exhibition
(Tel Aviv), the latest version of its DROM Drone Defense System, which would detect these
devices at over 3,500 meters, neutralize them and land them 2 kilometers away in a predefined
location so that the information does not fall into the hands of the enemy and the location of
the operator can be identified. Weighing 38 kilograms, the device comes pre-designed and
assembled, is mobile and can be easily deployed on land or at sea and in all weather
conditions. 6.

C. And, finally, there would be the Systems that physically destroy (or shoot down) the drones
that pose a threat. Four examples could be pointed out.

The European missile company MBDA announced in June 2015 that it had succeeded in shooting down
a drone using a laser generator that had previously detected and tracked the target'’.

The German company Rhein-Metall Defence, which presented its naval laser system with unmanned
aircraft at the above-mentioned London fair in 2015 (supra letter A). This is a weapon with four high-energy
lasers (HEL) mounted on a turret and capable of destroying such a vehicle at a distance of 500 meters'®.

On November 3, 2015, the Xinhua State News Agency of the People's Republic of China, citing a
statement from the National Academy of Engineering participating in the project, made public the success
of'the test of a laser beam defense system against small unmanned aircraft (drones), which fly at a maximum
altitude of 500 meters and at a speed of less than 50 meters per second. The system, which can be installed
or transported in vehicles and would serve as a defense in cases of major events in urban areas, is capable
of shooting down several devices within a radius of 2 kilometers in just 5 seconds after their location'.

In the first half of 2017, the company Israel Aerospace Industries (1Al) presented its Drone Defender
or Drone Guard system, C-UAS system that is integrated into its well-known air attack defense system
VSORAD (Very Short-Range Air Defense). The C-UAS system presented detects hostile drones, tracks
them and neutralizes them; it can use two options: the “soft kill” option or the “hard kill”” option (the first
minimizes possible collateral damage that may be caused to civilians or non-military infrastructure). The
“hard kill” option involves the use of high-power lasers. This system could be used for integration into the
defensive structures of “sensitive” facilities, located to protect key points in urban areas or installed in
vehicles to cover armed forces maneuvers against aircraft or drones™. The Drone Defender System will be
installed on Spanish Navy vessels participating in European Union Operations®'. The Israeli company has
recently updated the system to include the Next Generation Drone Guard™.

Given the exponential growth of UAVs, it is inevitable and crucial for the State to equip itself with
Defense Systems against them. Even Great Powers, such as the United States, face this dilemma. Without
adequate C-UAS capabilities, the United States will have more casualties and less chance of success in its
missions in the world, which will influence, weakening it, in the projection of its global power to support
its allies and defend its own interests; it may also limit its participation in international operations and
coalitions against enemies that have UAVs. In a recent article, a US military official regretted that his
country had realized so late the need for a reliable and effective C-UAV system and made up to 7
recommendations to the US Administration to improve its capabilities in this field. In short, that the Armed
Forces that do not analyze the ways to defend themselves against the UAVs do not prepare themselves
adequately for future conflicts.

These considerations, all of them, are jointly applicable to other States. This applies to Spain as well.
Especially when our country is part of the Permanent Structured Cooperation (PSC) authorized by the
Council of the European Union on 11 December 2017*, being one of the projects to be developed within
it that of " Defense against Unmanned Aircraft Systems (C-UAS)®.
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IS IT IN ACCORDANCE WITH INTERNATIONAL LAW TO POSSESS C-UAV SYSTEMS?

The first theoretical question that can be raised is whether it is in accordance with International Law
for Spain to have C-UAV systems.

When a High Contracting Party studies, develops, acquires or adopts a new weapon, or
new means or methods of warfare, it has the obligation to determine whether its use, under
certain conditions or in all circumstances, would be prohibited by this Protocol or by any
other rule of international law applicable to that High Contracting Party (Article 36)*.

Given the defensive nature of C-UAV Systems, which constitute a response to the existence and
proliferation of UAVs, which (without going into any matter that exceeds the limits of this Study) in
principle are not prohibited?’, (when their use respects International Law), it does not seem that our country
has problems of international legality due to its decision to equip itself with UAV Defense Systems. Not
even, in principle, with respect to C-UAVs, so to speak, of an armed nature, that is, that employ force to
destroy UAVs or, in general, UAS Systems that are considered a threat.

The only caution that should be expressed in this regard is that, although it does not seem to be the case
so far, we should make sure that our country is not part of any disarmament treaty or, if applicable, is bound
by a binding international text of another nature that could eventually limit the access of the subjects parties
to this type of weapons (C-UAV Systems). And, if this is the case, to ensure that, if any treaty of this nature
is adopted, it is advisable for Spain not to be bound by it.

This requirement (conformity with international law of the possession of this type of weapons by Spain)
is applicable, moreover, whether they are located in Spanish territory or in bases or facilities that the Spanish
armed forces have in a foreign country, where they are located.

In the first case, because Spanish regulations governing systems of this nature must be adapted to the
requirements of International Law; and in the second case, because every State is also required to do so.

ABOUT THE USE BY A STATE OF THEIR C-UAV SYSTEM. THE PRIMARY AND
SECONDARY RULES IN GAME (JUS AD BELLUM AND INTERNATIONAL
RESPONSIBILITY)*

Consideration (The Prohibition of the Use of Armed Force and Its Exceptions in Contemporary
International Law)

Given that armed drones exist (susceptible to being used by enemy States or terrorist organizations)
and given also that C-UAYV systems can use armed force, physically destroying the hostile drone, it seems
appropriate to recall the current state of the rules of International Law on the prohibition of its use or threat
to use it. And then to apply these rules to the various situations in which C-UAV systems could be used, in
order to ascertain that their use is in accordance with International Law.

International law prohibits its subjects from using armed force except in cases of genuine and strict
legitimate defense (Articles 2.4 and 51 of the United Nations Charter).

Legitimate defense under Article 51 of the Charter provides legal cover for the use of armed force by a
State to defend itself from armed attack by another State until the United Nations Security Council takes
appropriate action to restore international peace and security. The concept of armed attack, which invokes
the right of self-defense, implies armed acts of a certain entity and gravity. In article 3 of the Definition of
Aggression (resolution 3314, XXIX of 14 December 1974), we will find very clear examples, in particular
in article 3, letters a, b, ¢ and e.

However, self-defense cannot be carried out without conditions. Customary International Law requires
that it be exercised in accordance with three requirements:

- Necessity.
- Immediacy.
- Proportionality.
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To these three long-standing demands, the text of the Charter adds a fourth: the State acting in self-
defense must immediately notify the Security Council.

Furthermore: Article 51 of the Charter finely stated (at the request of the group of Latin American
States) that legitimate defense could be individual or collective. In the first case, a State defends itself from
the armed attack that another State has launched against it. In the second (collective self-defense), a State
uses armed force to defend a third State that is the object of an armed attack by another; in this case, the
International Court of Justice, in the case of military and paramilitary activities in and against Nicaragua
(1986), requires that collective self-defense be properly exercised:

- First, that the attacked State formally and publicly declares that it is under armed attack.
- And, secondly, that the attacked State formally and publicly requests another State or States to
come to its defense based on the right of collective self-defense®.

The rules of international law on this point, however, have evolved considerably since the adoption of
the Charter. And in two fundamental ways, which I will now address separately, concerning the two issues
that are particularly relevant today.

Legitimate Defense and Armed Attack
Current State of International Law

The majority interpretation of Article 51 of the Charter was that a response in legitimate defense was
only possible when a State was under armed attack by another State. This implied that the armed attack
must be in progress when the right of Self-defense was invoked. Such an interpretation would rule out the
legalit;(f) of what was called pre-emptive self-defense, an armed response prior to the launching of the
attack™.

Only a part of the Anglo-Saxon doctrine (well known Anglo-Saxon authors supported the majority
thesis)®', defended the invocation of the legitimate defense in cases of "imminent" armed attacks.

An important trend was born in the early 2000s and seems today to be consolidated, according to which
contemporary International Law would endorse the legitimacy of self-defense against an "imminent" threat
of armed attack.

- The Institute of International Law (IIL), in its resolution of Santiago de Chile (2007), specified
that an armed attack “manifestly imminent” could give rise to the right of self-defense®. It
should be recalled that the IIL, in its resolutions, is an expression of the doctrine (collective
doctrine in this case), and that the “doctrine of publicists of different nations™ is one of the
“means of determining the content of the Law” referred to in the Statute of the International
Court of Justice (article 38.1.d).

- The Committee on the Use of Force of the International Law Association (ILA), also a
manifestation of collective doctrine, in its Report to the Johannesburg Conference (2016), did
the same™.

- The Tallinn Manual 2.0 (also Collective Doctrine), developed by a group of NATO experts on
the application of International Law to activities in cyberspace, also defends this thesis**.

- And, finally and above all, the then Secretary-General of the United Nations, the Ghanaian
Kofti Annan, in his 2005 Report to the Summit of Heads of State or Government of the United
Nations General Assembly, a report carried out as an organ of the Organization (the Secretary-
General is, yes, one of the six main organs of the Organization), literally states that International
Law has long recognized the right to self-defense in the face of imminent attacks”.

Naturally, the State that invokes legitimate defense in the face of an armed attack that has not yet been
launched but that it considers imminent, does so at its own risk (...).

Its Application to the Use of C-UAV Systems

If we accept this conclusion, which seems quite reasonable, the use of C-UAV systems should be in
line with the following considerations.

The unauthorized intrusion of the unknown drone of a State into the airspace itself or into the security
zone of the base or installations of the Armed Forces in the territory of another State implies by itself the
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violation of the territorial sovereignty or, as the case may be, of the area of State jurisdiction that generates
per se a threat against which a reaction must be made:

— Inthe case of an unarmed drone whose purposes are identified as mere reconnaissance or data
collection, the use of force resulting in the physical destruction of the device is not covered by
existing international law. In such cases, the use of C-UAV systems involving the
neutralization of the drone and its control would be the appropriate response; once it has landed
safely, the information collected could be investigated and its purposes possibly clarified.

— If it could be detected that the hostile drone in question, unarmed, carries “mechanisms”
capable of causing the interruption or alterations in the operation of critical infrastructure,
which in turn could lead to the generation of physical damage to people or property (for
example, systems capable of altering the operation of air traffic control systems), and if its
neutralization or takeover is not possible in time to eliminate the threat, the International Law
in force would allow its physical destruction by means of the appropriate C-UAYV systems. It
goes without saying that a “swarm” intrusion of small drones, limited in height and speed,
would a fortiori allow a similar response*®.

Finally, if an armed drone from another State enters national airspace or the security zone of armed
forces bases or facilities in another State without authorization, the threat increases. It is clear that in itself
this action could not be understood as an armed attack in the strict sense (because of the volume of the
threat of force that it represents, so to speak)®’, so the reaction of the threatened State should be channeled
firstly towards the neutralization of the aircraft and its takeover, in order to be able, after the corresponding
investigation, to make the relevant international claims to the State that operates the drone.

However, if this is not possible or the time required to intercept it exceeds that required to respond
effectively to the threat, it is advisable in the circumstances of the case to proceed with the physical
destruction of the device. A forceful action of this nature by the C-UAV systems would be adapted and
proportional to the imminent threat that an unidentified and unauthorized device, with kinetic weapons on
board, and operated by a foreign State implies.

Furthermore, the same response would be appropriate in situations where a foreign State operates a
"swarm" of small armed drones of reduced height and speed.

The National Concept against LSS UAVs adopted (January 2019) by the Joint Concept Development
Centre (CCDC) of the Higher Centre for Defense Studies (CESEDEN) (Ministry of Defense)*® aims to:

“guide the development of the future holistic capacity that will make it possible to prevent,
detect, identify, decide on and, where appropriate, neutralize the threat of LSS UAV used
in a hostile manner, against units deployed in military operations and facilities, both inside
and outside national territory™’.

And it assumes the indicated considerations:

“The recommended response to an incursion by a LSS UAV sent by a State that is taking
actions that do not involve the use of force is, as a general rule, the use of measures that
also do not involve the use of force” (paragraph 105).

“In the event that it is not possible to determine in advance whether the LSS UAYV is
intended to cause large-scale damage or whether the actions are clearly and unambiguously
preparatory to a subsequent larger scale attack, or are likely to cause indirect ‘physical
damage’ to persons or property, force may be used. The most legally sound response would
be to neutralize the LSS UAV, although if this were not possible, it could be destroyed”
(paragraph 106).

Given the scope of the Concept, which extends "to military operations and installations inside and
outside national territory" (which would include the operations and installations of the Spanish Armed
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Forces in the framework of Peacekeeping Operations decided by an international Organization of which
Spain is a member in a foreign State), on the one hand, and, on the other hand, the doctrine of "effective
control", it would have been, perhaps, of interest that the Concept had contemplated the two possible
hypotheses:
- That the "effective control" of the operations and, if applicable, of the military facilities, should
be of the Spanish Armed Forces.
- Or that it was of the Commanders of the Peacekeeping Operation in question*’.

Legitimate Defense Against Non-State Actors

The International Court of Justice has twice (2004 and 2005) upheld the idea that article 51 of the
Charter is applicable only in the context of relations between States*'. However, the dissenting opinions of
two of its judges in both cases expressed their opposition to such a view.

Insofar as the Charter only requires (for the triggering of article 51) that a State be the object of an
armed attack, these judges understand that when the (armed) attack comes from a non-State actor it would
also be possible to invoke the article in question®’.

Current State of International Law
Legitimate defense against armed acts of non-State actors is an open question that today rides on the
back of a permissive trend.

The resolution of the IIL (2007) mentioned above™®, the opinion of the Committee on the use of force
of the ILA (2016) also mentioned above**, and the Tallinn Manual 2.0 (2017) equally quoted* are in line
with the referred trend.

Moreover, resolution 2049 (2015) of 20 November, which the Security Council adopted unanimously,
“calls upon” any State with the capacity to do so to use “all necessary means”, given the nature of the threat
posed to the international community by the self-proclaimed Islamic State (also known as Daesh), in order
to eradicate it from its bases in Iraq and Syria. Invoking the aforementioned resolution (and in particular its
paragraph 5), several States have proceeded in recent years to attack the bases and installations of the Daesh
in both countries. In Iraq, with the consent of their Government, but in Syria without it. These States have
publicly and officially proclaimed that their actions were covered by the right to individual or collective
self-defense. To my knowledge, the Security Council has never subsequently raised the alleged illegality
of such actions*.

The interpretation that the right of legitimate defense is possible against non-State actors have probably
found a majority acceptance both in the doctrine and in the States™’ or, in the words of Professor
Casanovas:

“Based on recent practice in combating terrorism against non-State armed groups, and
although there are doctrinal discrepancies, it is considered that ‘the law in this respect
appears to have changed”**,

The only point on which there is not yet a universally shared opinion is whether or not armed responses,
under the cover of self-defense, against a non-State actor on the territory of a sovereign State that does not
give its permission would be in conformity with existing International Law*. The consideration that in such
a case the armed actions committed would mean ignoring the territorial sovereignty of that State as well as
probably causing collateral damage to it as a consequence of the attacks to the non-State actor, weighs on
those who do not consider such actions in accordance with International Law>’. The advocates of such
actions argue that they are directed against the non-State actor and not against the State, as well as limiting
their legitimacy to the case of the State which is unwilling or unable (doctrine unable or unwilling State) to
prevent non-State actors from planning, preparing and ultimately perpetrating armed acts on the territory
of other States”'.
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Its Application to the Use Of C-UAV Systems

The application of these rules to the case of an unauthorized intrusion into the airspace of a State, Spain
in our case, or into the sovereign zone of Spanish Armed Forces bases or installations abroad, of a drone
operated by a non-State actor would pose an undeniable threat.

- Ifthe drone in question is merely a reconnaissance or information-gathering drone, in principle
its neutralization by the C-UAV systems would be an appropriate response.

- If'the device in question is equipped with means capable of altering the normal functioning of
critical infrastructure or public services, with the consequent risk of producing damage to
people or goods, its neutralization, if possible in time, would be the first option, without
otherwise ruling out its physical destruction.

- In the case of armed drones, their destruction would be, a fortiori, the appropriate response of
the C-UAV system.

The circumstances of the case would even determine the possibility of armed action against the bases
or facilities of the non-State actor from which these aircraft are operated, in order to eliminate a threat of
further attacks. In this regard, it would be decisive, in order to allow the invocation of the concept of self-
defense in the face of imminent armed attacks against the non-State actor (even in the territory of a State
that does not authorize such actions), that the latter has proclaimed its intention to commit, when and how
possible, acts of terror against the State in question, without that entity respecting (as its practice shows)
any “red line” in its actions. This is precisely what the self-proclaimed Islamic State (also known as Daesh),
for example, has done with certain States (including Spain).

Although there are no expressis verbis provisions adopted in the Concept (2019) that specifically
address the use of non-State operated C-UAS systems, it does include among the factors that have
influenced “the perception of the emerging threat posed by the use of LSS UAVs in a hostile manner against
military and civilian forces and facilities”, that of their potential use by adversaries of a diverse nature,
offering (in footnote 8 of its paragraph 18) a very broad categorization of the term “adversaries™:

“Adversary is the set of actors in a conflict that are recognized as potentially or openly
hostile to a party’s own or its allies’ interests and against whom the use of force can be
envisaged” (ECMD, PAC-01(A), “Doctrina de empleo de la FAS (Spanish Armed Forces
Employment Doctrine)”, Madrid, 27 February 2018, paragraph 337)”.

Thus, perhaps it would have been of interest that the Concept had contained in its text, in the framework
of C-UAYV use of force against non-State actors, the two possible hypotheses regarding the operations and,
in its case, the military facilities of the Spanish Armed Forces in the framework of a Peacekeeping Operation
decided by an international Organization in a foreign State (see supra).

ENDNOTES

I The CCDC “shall direct and coordinate the study of new operational concepts that support the enhancement
of military capabilities, maintaining with counterpart agencies in allied countries and international
organizations, as well as with the Directorate General of Armaments and Equipment, the necessary relations
for collaboration and information exchange. Likewise, it shall promote and coordinate the research and
development of joint and combined doctrine, maintaining the necessary relations with the bodies of the
Armed Forces and the international organizations responsible for this matter, through the analysis of the
lessons identified and doctrinal shortcomings” (article 12, paragraphs 1.c and 4 of Order DEF/166/2015, of
21 January, developing the basic organization of the Armed Forces, Spanish Official Gazette (SOG) no. 35,
10 February 2015, consolidated text).

On the use, classes, problems and assessment, technical and legal, of these systems see ad ex. Joint Doctrine
Publication 0.30.2. Unmanned Aircraft Systems (JDP 0-30.2), dated August 2017, pp. 1-73 developed by the
Development, Concepts and Doctrine Centre (DCDC) of the Ministry of Defence of the United Kingdom,
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